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A Multidimensional Examination of New Criminal
Threats in the Era of Artificial Intelligence and Legal
Responses —Based on Dual Dimensions of

Technological Evolution and Criminal Governance

Guo Yandong!, Huang Meitong?

1 chool of Law, Guangzhou Xinhua University, Guangdong Society of Cyber and E-Commerce
Law, 18818875461@139.com
2 School of Law, Guangzhou Xinhua University, 3273880447@qq.com

Abstract: While artificial intelligence technology profoundly empowers social development, enhances
efficiency, and improves quality of life, it has also catalyzed the intelligent evolution of criminal
behavior. This has given rise to a dual challenge: the escalation of traditional crimes and the emergence
of entirely new criminal types.On one hand, traditional crimes such as cybercrime, theft, and fraud
have evolved into new threats characterized by increased automation, precision, and concealment due
to the integration of Al technology. On the other hand, entirely new crime types based on Al's inherent
characteristics—including deepfakes, algorithmic fraud, and manipulation—pose unprecedented threats
to citizens' personal rights, property rights, and social order.In the face of these challenges, current
judicial practice faces significant difficulties in evidence collection and determination, legal application,
and cross-regional jurisdiction.To effectively address these challenges, this paper proposes legal
countermeasures from multiple dimensions, including refining specialized legislation, enhancing
technical investigative methods, and promoting interdisciplinary collaborative governance. It also
conducts a forward-looking analysis of emerging risks that may arise from future technological
advancements, aiming to provide theoretical reference for building a crime prevention and control

system adapted to the era of artificial intelligence.

Keywords: Artificial Intelligence, Deepfakes, Crime Prevention and Control
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